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LEGAL

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR
IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT.
EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY
WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE OF INTEL
PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A “Mission Critical Application” is any application in which failure of the Intel Product could result, directly or indirectly, in
personal injury or death.

SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL
INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS,
OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND EXPENSES AND
REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY,
PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT
INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT
OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on
the absence or characteristics of any features or instructions marked “reserved” or “undefined.” Intel reserves these for
future definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to
them. The information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product
to deviate from published specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product
order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be
obtained by calling 1-800-548-4725, or go to: http://www.intel.com/design/literature.htm

Any software source code reprinted in this document is furnished for informational purposes only and may only be used or
copied and no license, express or implied, by estoppel or otherwise, to any of the reprinted source code is granted by this
document.

Code Names are only for use by Intel to identify products, platforms, programs, services, etc. (“products”) in development by
Intel that have not been made commercially available to the public, i.e., announced, launched or shipped. They are never to
be used as “commercial” names for products. Also, they are not intended to function as trademarks.

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and/or other countries.
*Other names and brands may be claimed as the property of others.

Copyright © 2014, Intel Corporation. All rights reserved.
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1.0 Introduction

Intel operates a server cloud for users of the Intel® IoT Developer Kit. Each project account has
its own space. This guide provides information on how to access and use this cloud to collect and
read the data and use cloud analytics functions with the data.

For information on how to set up and provision the IoT Developer Kit's components, see the
Intel® IoT Developer Kit Getting Started Guide that accompanied those components and this

guide.
1.1. Revision History
Date Revision Description
February 2014 -001
1.2. Overview of Cloud Analytics Technologies

For background information, we provide this overview of the technologies used in the Cloud
Analytics solution that you will be working with through your IoT Developer Kit.

Data collection and processing (technologies: Akka/Kafka)

e Data transformation and load

e Real-time message collection, parsing and storage

e RESTful APIs to support registration and un-registration of devices

Data visualization and reports (technologies: Phoenix, HBase*)
¢ Online streaming monitoring charts

e Multiple measures and devices display

e Aggregation of data for effective data presentation

Self-service rule engine (technology: Spark¥*)

e Experts rules

e Intuitive UI for rules self-creation with rich statistical capabilities

e Multi-expression (AND/OR) ability to allow identification of complex events
e Advanced reset condition capability to minimize alerting volume

Advanced analytics (technology: Spark)
e Innovative change detection to detect when a process change occurs
e  Support various incoming distributions as well as periodicity

APIs and interfaces
e Rich set of RESTful APIs between UI and back end
e Secure and authenticated APIs

1.3. Glossary - Terms, Acronyms and Abbreviations
Term Definition
Akka Open source toolkit and runtime simplifying the construction of concurrent and

distributed applications

Gateway A device capable of sending sensor data to the broker over the network

HBase Open source, non-relational, distributed database modeled after Google's
BigTable* and written in Java
Kafka Distributed publish-subscribe messaging system

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Phoenix Open source SQL query engine for Apache HBase enables querying and managing
HBase tables using SQL
Spark Fast and general engine for large-scale data processing

Accessing and Using Cloud Functionality

Download and install IoT agent

Intel operates a server cloud for users of the IoT Developer Kit. Each project account has its own
space. If you have not downloaded the IoT agent yet, please perform the following:

1.

10.

Go to: https://github.com/enableiot/iotkit-
agent/archive/master.zip.

Download and unzip this file.

Execute setup scrip: cd iotkit-agent./setup-
agent.sh

Allow approximately 10 minutes for setup.
Type “node agent” at prompt.

Note “IoT Kit Cloud Agent” string at top and
copy in a safe place. (See bold text on
right.)

Reboot board.

Board should reboot with time automatically
set and agent started.

To perform a check, open a console to the
board and type “data” to check date/time.

Type “ps” to make sure node.js process is
running the agent.

2014-02-12T03:45:54.236Z - info:
IoT Kit Cloud Agent: 84-3A-4B-45-
2D-A8

2014-02-12T03:45:54.905Z - info:
Cloud client created

2014-02-12T03:45:54.914Z - debug:
Reg doc:

<..>

2014-02-12T03:45:54.923Z - info:
Starting listeners...

2014-02-12T03:45:55.295Z - info:
REST listener started on port: 9090

2014-02-12T03:45:55.3147 - info:
TCP listener started on port: 7070

2014-02-12T03:45:55.325Z - info:
MQTT listener started on port: 1883

2014-02-12T03:45:55.330Z - info:
UDP listener started on port: 41234

Login and Account creation

To log in to the system a user with an account must enter three mandatory fields:

Email
Password
Account name

To create an account, skip these fields and, instead, click the “create account” link near the
bottom of the window.
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Email (User Name) /l E-mail |

Password /l Password |
Acount /l Account name |

Sign in

Eorgot your password?
¥ _—~"| Create new account

e L1}

Account creation gives the user who creates the account Admin privileges. The applicant must
provide:

e A globally unique account name
¢ Valid email address (email verification is required to enable the account)

e Strong password (greater than 6 characters with at least 1 digit and at least 1 special
character)

Create acount:

Acount Name /l Needs to be unique

|
Email {Admin User Nama) / E'ma” Verfﬂcaﬂon
would be sent

Password

Password Confirmation >| Strong password req
|

Add Acount

Back to Login

2.3. Adding a device

To add a device to the cloud, select the “Devices” tab and click the “Add device” button. Once
pressed, the following pop-up will appear.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Device location
{optional)

Option to
change device

/ Device label

Device Details /

MName

Device Image

image\
\
A

Choose File | Mo file chosen

Geographfcs Latitude

Geograp Gateway
longitude Search Mac-address

Gateway

Drescription

Contact Phone

Contact Email

Additional
optional attributes

Save | Cancsl

Fields are:

Gateway (mandatory) - usually device Mac-Address
Name (mandatory) - your choice

Additional optional attributes - location (latitude/longitude), device picture, description,

contact phone, contact email, etc.

1. In “Device Details” window, enter “"Device Name.”

2. Enter in “Gateway” field the string you saved from earlier step.

3. Press “Save.” Your device is now listed in “Devices”.

4. Perform a board reboot (button near USB connectors) to connect device to cloud. (Note: A
soft reboot will cause OS to hang.)

Dashboard

The site home page is a configurable dashboard of widgets. All widgets are resizable and can be

ordered by drag and drop.
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‘ | Site Administration | | Site Settings | ‘
{oms Devices  Charts  Alerts Rules  Actions - . o
Map | Widget filter | YOB | pleas vyom
i | Widget settings |/
' : AT Al Alerts widget Davics
z Map widget Collapse widget
o @
= v
City Contral = | Electricity Consumption oB

Fahrenheit

A user can build and configure the dashboard with the following widgets:

e Map - displays all account devices and alerts. Implemented using Google map including zoom
capabilities.

— Widget filter - tree filter used to filter map's devices and alerts
— Settings menu options - removes widget from dashboard

e Alerts Grid - see section 2.7 Alerts Grid of this document.
— Widget filter - tree filter used to filter displayed device alerts

— Settings menu options - provides ability to (a) select columns; (b) remove widget from
dashboard

e Chart - displays a pre-defined chart that was created in the chart module and saved in
favorites.

e Settings menu options.

A user can select to add one or more of above widgets to his dashboard. Add widgets using Site
Settings:

Add New Widget ®

Choose Widget Type :
Chart -

Widget Name :

Choose Graph Favorite
Plaase Choose: -

Add | Cancel
F
Widget customization choices include:
e Widget Type - map, chart or alert
¢ Widget Name - name that will be displayed as widget title

e Graph Favorite - list of available charts that were pre-created and saved by one of the
account users (displayed only if a chart widget was selected)

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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2.5. Tree
General tree
List of available Properties values;
Saiicas Tres / Device properties Updates dynamically
Device Property / ~|  based on selected
Al = | ey property

Device Name:

\ Tree is filtered based on
both filters

[= @& Building Managamant Inc

1w Alamaca Text box to enter device

[+ W 1151 Harbar Bay Plwy name
[ @ 1815 Clamant Ave
[+ [ Elovators
[+ [m External Lights
[= & Floors
[= @& Floor O
[+ M GWOO011105~5Smoke Detectord
| [ M0 GWO0O14720~Smoke Detectord
| W0 GWO0023252~Aircon2

Ll ELAm GW0032211 ~Aircond
Device [~ ~ Electricity Consumption
Metric

W

|~ Fan Spead
|~ Required Temp

i~ I GW0033440~Entrance Doorl

| [ W GWOO51513~Motion Detectar2
[ M GWOO53484~Aircon3

L 0 GWOOSRAG 7 ~Matian Natartart

There are a number of different trees to use for filtering devices, rules, alerts, and more. In

general, all trees work similarly.

e Tree filters - the tree should diminish dynamically following each filter change to display
only devices that have the selected property and contain the text entered in the name text
box (also known as the “like” operator).

e Device name filter - the tree includes a search by name option. When a user searches in
the tree, the tree diminishes online based on the search. The results will show all devices with
a name that contains similar terms to the string typed by the user.

The following are some sample tree screenshots from the different application modules. We note
specific functionalities for each.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Devices tree
Devicas Groups Trea Devices List
Device Property
Firmware Vers ~ | 1.0.0.1 v ficdDence
D‘:"' ;e Id MName Status
aircon =
250185 GWIDESTE1 = Aircon & Adtive
(= &= Building Managemant Inc il = L W Ache
& Alamada 250209 GWODSE1277 - Aircon3 & Aaive
I I 1151 Harbor Bay Plowy 250021 GWII057495 - Aircond © Aaive
- M 1815 Clamant Awa

- @ 2000 San Antonio Ave

== Floors

Delete Group (folder) |

L i 3 | Rename Group (folder) |
| Add Group (folder) |

i & jim Floors
i E i 500 Wind River Way
=:| il Ottawa
ﬂ Bl Santa Clara

The Devices Groups Tree is a user-defined logical object that holds devices and/or folders.
Deleting a group will re-assign all its devices to “Unmapped Devices.”

Chart tree

Devices Tree
Device Propen,
All * | |Please Choose

Device Mame

E- @@ Building Managerrent Inc.

5 & Alameda
- i 1151 Harbor Bay Posy
B & 1815 Clerment Ave

G i Elevators

| @ W GWOO11105-Smake Detectard
i & 0 GWD014720-5moks Datectord
i @ O GW0023252~Arcon2

| =i O GWDOD32211 -Aircand

| i- | Electricity Consurrption =
| Fan Spesd R
ez Recquirad Ternp Select Metric
|+ Room Temp

i~ Wl GWDO 33440 ~Entrance Doorl

{ @ W GWDD51513-Maticn Detsctar?
{ & O GWDOS3464-Aircond

L WM AWAAGEAET ~Mation Mararterl

The Chart Tree has a “Select Metric” function that enables a metric to be selected for the graph

by: (a) clicking the arrow icon, dragging and dropping it into the chart area; or (b) double clicking
it.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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New/Edit Rule tree

Ruls Definition x
Detalls Devices
—
vits Property
&l
|
vice Nama
| |
# Eup lactadt ® Unchech a
|
| 5 [ Buslding Mandgement Inc \ Uncheck selected tree
] Al Mamada f
gy items
§ [l Serts Clara

[ [l Unmepped Device?
v D sssmsns - salf

Expands tree to display
all selected folders

The New/Edit Rule tree is used to filter grids data (Alerts Grid, Devices list). User can
check/uncheck tree folders and/or devices to filter and show data only associated with selected
devices.

Alerts tree

Device Tree

Alert List Showing 4/4 Active Alerts
Davice Proparty
All * | |Please Choose
Davice Nama Alert

A\ Outside temperature is higher than 86. Turn s...
# Expand selected folders * Unchack all - B e T

g nught time.
anagement Inc \ Uncheck selected tree |E

items d for the last 30 minutes.

& 1151 PrarbgeRansl
Clim E'@'}N Expands tree to display
E all selected folders

| I GWOO1 3931 ~Aircond

M GWOO18513~Metion Detectard
- []im GWO027479~AirconZ

- []mm GW0O0 31851 ~Mation Detector]
- [w]HM GWOO0 33464 ~Metion Detector2
- [ ]l GWOO035014~Entrance Light1

The Alerts tree’s functionality makes it easy to expand the tree to display selected folders and to
de-select all selected items.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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2.6. Chart
Devices Tree ; —[_cleargraph_| [ s || i e
——[CLabelfiter_] f
| Y
'-‘:ﬂ:‘\:::::mghmmlm: I‘ u\, el
151 Harber Bay Phwy by
emal Lights
o \
= I GW0013931 ~Aircond.
| Electrcity Consumption
: E:".if::im:"
= ML;VJREI?JTEET\E?MM\MDM erric to Chan 1
= [ GW002747% ~Aircon2 Yesterday 22:31:29
= [ GWO031891 ~Motion Datecter! A
% M GWOO33466 ~Motion Detector \ /I® p
1 GW0035014 ~Entrancs Light! .u\‘ " —y \"in'
= [ GWO0043093 ~Aircon1 | |
I GW0052723~Entrance Doorl | |
ot oy ¥
= [ GWO0058744 ~Mation Dstectord IF
= [ GWOOLES04 ~Smake Detectond
@ I GW0O074801 ~Aircon3 = = =
® [ GWO0P1991 ~Smoke Detector! 16:00 18:0¢ 20100 2200 0
4 — o [Clear metric 2) |
A chart can display multiple metrics from different devices on a time scale with various Y scales. A
user can perform the following actions:
1. Add metrics to chart using drag and drop or the arrow button ().
2. Remove metrics using the bottom legend.
3. Scroll over the graph to see a metric’s values at a particular time.
4. Send the chart via email as an Excel* document with the raw data that was sent from HBase
(potentially aggregated data).
Chart streaming (every 5 seconds) is available only for chart of “last 15 minutes” and “last hour.”
Chart aggregation is done to 800 points and is based on splitting the data into equal-time
sections and aggregating all points within that time to a single point. Streaming is every
elaborated in the interface requirement document. Charts support favorites functionality, allowing
a user to save a chart’s timeframe and displayed metrics. Each point then has the average value
and the minimum timestamp of all point within that section.
2.7. Alerts Grid

‘ Open selected |
Alert details form Grid settings — enables
r i

Home  Devices  Chorts  Alerts  Rules
columns selection xv

Device Tree Alert [ist Showing #/4 Active Alerts o
Diavics Preparty Status filter

m = | Fr—— Edit Alert | | Opa id] [[Oos Dpen (new).Open.Onhold | v
Davice Name Alert Device Status T Alert Date Conditions

A Outside temperature is higher than 85 Turn s  GWOO?399-Garden Sprinkler]  Open {new) 11112013 19:49:39 Outside Temp = 86
£ Sl sctud et (oMS e o A Smeks sensol detecred fire. GWDD12651-Smoke Detectar!  Open (new) 11112013 19:49:29 Smoke Rate > 300

B[] Building Managament Inc.
Alameda
& 1151 Harbor Bay Plowy

{1 L[ Gwooee195-Els
i [im Extemal Lights
i % CJim Floors

B+ [ 1815 Qlamant Aus

- [Jim 2000 San Antanio Ave
& [lilm 2414 Cantral Ave

- i 500 Wind River Wiy

W

A Motion detecled during nught time.

& Mo mation wag detected for the last 30 minutes.

GWOOBEZ 7 1~Mation Deteclor!  Open (new) 11-11-2013 19:49:29 Motion Deteded = 1 and Ti.

GWOOBB77 1-Mation Detector]  Open {new) 11-11:2013 19:49:29 Motion Detected = 1 for the

Action buttons to
Change Alert
Status

Device tree filter

Columns that are displayed by default are bolded. The following information is available:
e Severity icon - indicates high/medium/low severity according to a rule.

e Alert - provides a description of the event.

e Device - indicates the device which generated the alert.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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2.8.

e Status - provides current status of the alert.
e Alert Date - gives the date and time the alert occurred.

e Conditions - specifies the parameters in natural language that will trigger an alert and
determine its severity (high, medium or low).

e Owner
e Last update date

A user can use the tools on the Alerts Grid to perform the following actions:
e Grid selection - select rows with mouse click and select multiple rows using Ctrl/Shift keys.
e Tree filtering - filter to show only alerts that were generated by checked devices.

o Alert status - change the status of selected alert(s); actions are available based on alert
lifecycle shown below.

== Status changes automatically when a user opens alert’s details

—» Status changes upon button click on Alerts grid OR Alert details

Alert Details Form

When a user selects the Edit Alert tab on the Alerts Grid screen, the Alert Details Form appears
with three tabs:

e Details
e Alert Log
e Alert Graph

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Alert: & , Device: GW0012651~Smoke Detector]

Daetails Alert Log Alert Graph

Smoke sensor detected fire. (Alert Id: 8) " Rule name & Alert ID |

Rule priority |

Link to device details form |

: ‘*‘i Status dropdown |

Owner dropdown |

Alert Date 11-11-2013 19:49:29

Priovity A Medium --"_-—-,—_-

Dievice GWOO12651-Smake Detectar] = |

Alert Status Open

Alert Owner  admin

Alert Values H
Conditicn

Smoke Rate = 300

Valae

\l Conditions Grid |

Comments

At 3 minutes ago user admin wrote:
Sam is on his way to the building

Add Cormmant

There are several key tools on the Alert Details Form:
e Status dropdown - displays the current status and enables user to change it by selecting a

different value.

e Owner dropdown - displays the current owner and enables user to change the owner by
selecting a different name from the current list of account users.

e Condition Grid - lists all rule conditions and their value when the alert was generated.

An Alert Log tab (below) enables a user to review alert events/actions.

Alert: 6 , Device: GW00124651~Smoke Detector1 x
Detalls  AlertLog  Alert Graph
When Action Done Changed By
15 minutes ago Status was changed: Open (new)&nbsp;&nbsp;<img src="images/... admin
11-11-2013 19:49:29 admin

Alert was created with status: Open (new)

The Alert Graph tab displays a chart of the alert’s metrics with a range of plus and minus one

hour within the alert.

2.9. Rule Grid
Status action buttons
— changes status of
selected rule/s
Rules List
Add Rule EditRule  Clone Rule Archive | Disabl

Craft Active,Oa-held

Id Name Deseription Owmer Pricrity Status T Canditions Last Update Date
771\ Tumoft il Clone selected rule [ watering the yard when outside temper... - admin Medium Activ Outside Temp > 16 11112013 15:40:00
2 Turn off the heat s in the bullding sense ... admin Medium Active Smoke Rete » 300 11-11-2013 19:48:00
ny Detect mntk\ during night time Motion was detect: g office dosure ho. admin Medium Active Motion Detected = 1 and Time B. 11112013 19:48:00
214 \uum| Open selected rule for Tarn the Bght off in ease no motion was detee..  sdmin Medium Active Mation Detectad = 11ar the last ... 11-11:2013 16:48:00
275 Editing The A/C required temp was set for an unauth... admin Low Active Required Temp = B0 11112013 19:40:00
Open New Rule form
T
Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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In the Rule Grid, a user can select a row with a mouse click and select multiple rows using
Ctrl/Shift keys. The default setting for the status filter is to display all rules except those that are
archived.

Rule Status Settings:

e Draft - when creating a new rule, a user can select to save it as Draft. A draft rule will not be
tracked by the Rule Engine for exceptions.

e Active - the rule is tracked by Rule Engine.
e Archive - the rule is not tracked by Rule Engine.
e OnHold - the rule is not tracked by Rule Engine.

Table: Grid Controls

Control Row Applicability Rule Status Applicability
Add Single All

Edit Single All

Clone Single All

Activate Single & Multiple Draft, On Hold, Archive
Archive Single & Multiple Draft, On Hold, Active
Disable Single & Multiple Draft, Active, Archive
Other tools:

e Clone Rule - opens “"Add New Rule” form filled in with all the cloned rule’s parameters.
e Conditions - provides natural language text for each rule’s conditions.

2.10. New/Edit Rule

Creation of a rule definition consists of a 3-step wizard:

1. Details - enables input of general rule details (name, priority, notifications, and more).
2. Devices - allows specification of the device population for which this rule will apply.

3. Conditions - enables input of the parameters for a rule.

For each wizard step, there are mandatory fields and optional fields. A user will be promoted for a
missing mandatory field when trying to progress from one tab to the other.

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Manual

Operation Not Selected

Motifications

Email To User  admin

Daslo Dofinmition Dokaile
Rule Definition x
Details
Ik
e 1
Name
Description

Pricrity Low /
Reset Type ® Automatic,

Mext ==

Rule name
Rule description

AN

Reset Type

Rule priority — enables representation of alert priority by icon

— Automatic - alert is reset once the condition for an alert is not matched anymore

— Manual - no additional alerts for this rule and device combination are raised until the alert is

closed

5. Operation - specifies the action which would be triggered on an alert, such as an action
triggered on the alerted device

6. Email notification — enables selection of the various users defined for the account to receive
an email concerning an alert

7. Option to add additional emails for notification

Intel® Internet of Things (IoT) Developer Kit: Cloud Analytics User Guide
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Rule Definition

Details Devices
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Device Property:
Firmware Version &

Device Name
Aircon

[1]
1.0.0.1 ')_I

[]im GW0013931 ~Aireend
(M GW0027479 -Aircen2
[Jm GW0043093 ~Aircen
[]Im GWO0074801 ~Aircon3
i Floor1

« Apply this rule for all future devices under selected group

<< Previous | Mext >> Cancel

Uncheck all

Each rule must have at least one device or folder in its population. A rule population is defined by

3 fields/selections:
1. Device property
2. Device name
3. Tree

Other functionalities to note:

4. Selecting an entire folder in the tree enables all devices in that folder to be monitored by the

rule being created.

5. All folders in a tree can be de-selected at once with the “uncheck all” command.
6. The checkbox below the tree enables application of the rule to future devices in the selected

folder(s).
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Puila Nafinitinn — Canditinne
Rule Definition

Details Devices Conditions

Add Cendition Provide alert when | At least one conditions is satisfied ¥

Fan Speed >3

Monitored measure Required Temp -

Alert will be provided when
_
Basic conditior

®) Timebased condition

v forthe last Seconds ¥

Automatic change detection

< Pravious Save  Save AsDraft  Cance

The following functionalities are available to the user:

1. Add Condition — use to add a new condition (no limit exists to the number of conditions)

Natural language explanation of the condition being created
Relation among all conditions - can be either AND or OR
Enlarge condition

Minimize condition

Delete condition

NouhkwnN

previous wizard step

Drop-down menu for specifying all possible metrics for the device population selected in

8. Save - saves selections for the rule and starts monitoring from this point forward
9. Save As Draft — saves selections, but the rule remains inactive and does not trigger alerts

10. Basic condition (example: value X >10)
— Possible values:
— String - equal, not equal
- Non-string - <, >, >=, <=, equal, not equal, between, not between
11. Time-based condition (example: value X >10 for 3 minutes)
— String
— Possible values - equal, not equal
— Additional info — can contain multiple values with relation OR between them
Non-string
— Possible values <, >, >=, <=, equal, not equal, between, not between
12. Statistical-based condition (example: value X > avg + 2stdev)
Only relevant for numeric metrics
Possible values <, >, <=, >=, between, not between
Additional parameters/advanced settings
— Control limits 2, 3
— Time back to calculate baseline
— Minimal instances to calculate baseline
13. Automatic change detection
— Monitors single metric for deviation from historical performance
Sensitivity levels (low, medium, high) defined in CD design document
— Can contain one condition only and cannot be used with additional conditions
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3.0 Install IoT Kit Arduino Library and Samples
You can download samples from http://github.com/enableiot/iotkit-
samples/blob/master/arduino/IoTkit.zip.

From Arduiono IDE, select: Sketch ->Import Library ->Add Library

Browse to IoTkit.zip file.

Press “Open” button.

After installation finishes, you should see under “File ->Examples” the IoTkit listed.

A WN =

4.0 Start Working with Cloud
You are now ready to write Arduino scripts to send data to the cloud. Write the scripts on your
computer and then download them to the board and run. After a few minutes, check
http://www.enableiot.com to view the data.
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